o Be rnie Your practical safety guide

10 simple ways
to stay a step ahead
of scams.

Afew useful changes. Amoment to double-check. Pick one step
today, orwork through this guide with someone you trust.

1-4 Set up your devices and accounts
5-9 Check before you act

10 Sign up for Bernie

“Youdon’t have to work it all out at once. Start with

one thing.”

A guide from Bernie - Updated October 30, 2026
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’ Keep your devices up to date

1. Openyourdevice's Settings 9:41 g . @--
andinstall available updates.
< Automatic Updates
2. Turnonautomatic system
updates where offered. 10S Updates
. Aut tically Install
3. Turnonautomatic app Hiomaticaly insta | @)
u pdates, too0. Updates install overnight while your iPhone is
charging and connected to Wi-Fi.
Android menus vary by phone maker. System Files
Most Android system updates install .
automatically; restart when prompted. Automatically Install 0

) ) Keep system files up to date automatically.
Full device settings on page 11.

iPhone - Automatic Updates screen mockup.
Labelsvary by iOS version.
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’ Replace weak or reused passwords

1. Startwith youremail. Open - a @ -=
the official app or website
yourself. Google Account °
2. Find Accountor Security, < Password

then Change password.

Use a strong password that you don’t use for other
accounts.

3. Createalong, unique
password and save itinyour
password manager.

~— New password

~ Confirm new password

Change weak, reused or exposed
passwords. Youdon't need to change a
strong password just becauseitis old.

|:| Show password

Change password

Google Account - Password screen mockup, with
fictional details.
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»

’ Use a password manager

1. Choose LastPassor

1Password. Follow its setup LastPass
quide, then save orimport
your current logins. Setup guide
2. Useitsbuilt-insecurity check Security Dashboard guide

to find weak, reused or
exposed passwords, where
supported.

3. Change flagged passwords TPassword
on eachaccount’s actual
website orapp. Use aunique
generated password, then
save the new passwordin

Setup guide

Watchtower quide

your manager.
Editing a saved password alone does Official guides. Choose the manager that
not change the account password. works foryou.

Features vary by plan and device. Keep
your manager’'srecovery instructions
secure.
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https://community.lastpass.com/kb/articles/50-get-started-with-lastpass
https://www.lastpass.com/features/security-dashboard
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’ Turn on two-factor authentication

1. Whenprompted, turnon
two-factorauthentication
(2FA), also called
multi-factor authentication
(MFA). Itis like
double-locking your doors.
Follow the setup
instructions.

2. Noprompt? Openthe
account orapp’s settings.
Look under Security or
Privacy and Security. Labels
vary by service.

Saverecovery codes securely. If text
codes are the only option, use them.
Approve sign-in prompts only when you
are signingin.

textbernie.me
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< Sign-In & Security
Email & Phone Numbers >
Change Password >
Two-Factor Authentication On »

Manage how you sign in to your Apple Account.

iPhone - Sign-In & Security screen mockup. Tap
Two-Factor Authentication.
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’ Don't just click on any link.

1. Pausebefore openingan 9:41 g . @--
unexpected link or
attachment. <

(202) 555-0138 >
2. Openthe company's official
Text Message - SMS
app, ortype aweb address Today 9:41 AM

you already know. , ,
Package delivery failed. Update

your address and pay $1.95 to
3. Check fc?r the message N
there. Stillunsure? Call a https://parcel-help.example/track

trusted number.

Use a saved bookmark or an address
from a statement. Don't use contact
detailsin the suspicious message.

+ Text Message

O

iPhone Messages - Sample scam text. The
examplelinkis notreal.
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‘ Hang up and call a number you trust

1. Say, lI'llcallyouback, and
end the call.

2. Findthenumberinsaved
contacts, onyourbank card
oronastatement.

3. Callthat numberyourself and
check therequest before
acting.

Use anumberyou already trust, evenif
the caller gives you a numberto call
back.

Bern textbernie.me

Bank Support

(202) 555-0148

O -

Remind Me Message

S I\

Decline

iPhone - Sample incoming call. CallerID can be
faked.
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»

’ Choose a private family safe word

1. Privately agree onaword or phrase foryour familytouse as a
password.

2. Don’tshareit orpostitonsocial media.
3. Askforitwheneverarequestorsomeone’sidentityisin question.

Callback onanumberyou already trust as an additional check. A safe word alone does not
prove whois calling.

‘ Keep sign-in codes to yourself

1. Neverreadorsendalogin code toanunexpected caller ormessage.

2. Enteritonlyinthe official app or website where you started signing
in.

3. Didn'trequestacode?Don't shareit orapprove a sign-in prompt.

If you're worried, open the official app yourself and check youraccount's security
settings.
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’ Don’t give unexpected callers remote
access

1. If anunexpected callerasks, don’tinstallremote-control
software or share your screen.

2. Don’tgive themaccessto your phone or computer. Endthe
call.

3. Ifyouneedhelp, contact asupport provideryou already know
and trust.

Already gave access? Disconnect from the internet and get help from trusted
support. Contactyour bank if you shared financial details.
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‘ Sign up for Bernie for extra protection.

Text Bernie anytime o:an al . --
something suspicious or o

o . < =
unfamiliarcomesin. Bernie >

Text Message - SMS
Today 9:41 AM

| got a text saying my bank

account is locked. It wants me to
textbernie.me/signup click a link. What should | do?

Good thing you checked. Don't

E E use the link. Open your bank's app
;— or call the number on your bank
card to check.

[=]

Bernie flags suspicious requests and
advises. No service prevents every
scam.

+ Text Message

o

Sample conversationinaniPhone Messages
mockup. Not areal customer message.
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More help finding the settings

1. Keep your devices up to date

iPhone system: Settings > General > Software Update > Automatic Updates. Turnon
Automatically Install.

Android system: Settings > System > Software updates. Follow the prompts. If this path differs,
search Settings for 'update’.

iPhone apps: Settings > Apps > App Store > App Updates: On.

Android apps: Play Store > profile picture > Settings > Network preferences > Auto-update apps.
Choose Update over Wi-Fionly, or a data option you prefer.

Bernieis aproduct of Al forthe People LLC. These steps reduce risk; no checklist or service prevents every
scam.
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